INDUSTRIAL

Step-by-Step instructions to implement
TCG OPAL SSC-based SED

This application note shows the step-by-step instructions to implement TCG OPAL SSC-based SED. Before implementation it is necessary to
prepare Windows 10 Preboot Authentication (PBA). There are many alternative tools to create Windows 10 PBA such as key management

software vendor WinMagic and McAfee. You also get the open source tool SEDutil and follow the procedure “ How to use SEDutil for Windows 10

Preboot Authentication” to prepare boot settings in advance.

PBA boot

» When PBA boot setting is ready, reboot system and show the following prompt:

* Input “password™ , then login into console
* Input ID name “root” to login then input command “reboot” for warm reboot to pass Boot Authorization

« After finish warm boot-up and prompt password input, just press ENTER key to enter Windows 10 OS

 If SED is set up as Data Drive, then Windows system will show this SED drive as Non-partition drive as following.
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pr Disk Management
File Action View Help

s BHEI=D

Volume | Layout I Type I File System I Status | Capacity | Free Spa... I % Free
- () Simple Basic MNTFS Healthy (B... 446,53 GB 42891GB %6 %

- (D) Simple Basic NTFS Healthy (P.. 237.81GB 190.08GB B0 %

= (Disk 0 partition 1) Simple Basic Healthy (A.. 186.26 GB 186.26 GB 100 %
= (Disk 0 partition 2} Simple Basic Healthy (P.. 532.21GB 5221GB  100%
= (Disk 1 partition 1) Simple Basic Healthy (E.. 31MB 31MB 100 %
= (Disk 2 partition 2} Simple Basic Healthy (E.. %9MBE 99 MB 100 %

= Recovery Simple Basic Healthy (.. 493 MB 435 MB 97 %

= Disk 1
Basic
23847 GB 31 MB 23844 GB
Online Healthy (EFl System F | | Unallocated

Recovery )
455 MB NTFS 446,53 GB NTFS
Healthy (OEM Partition) Healthy (EFI System || Healthy (Boot, Page File, Crash Dump, Primary Partition)

(D:)
100 MB 237.81 GB NTFS 567 MB
Healthy (EFl Systerr || Healthy (Primary Partition) Healthy (Recovery Partition]

W Unallocated Wl Primary partition [l Extended partition [l Free space

 If SED is set up Boot Drive, system can show the normal partition via PBA boot.

I Disk Management
File Action View Help
Bl =5

I Layout I Type File System I Status | Capacity I Free Spa... I % Free

Simple Basic NTFS Healthy (P... 237.81GB 190.08GEB 80 %
= (Disk 0 partition 1) Simple Basic Healthy (A.. 100 MBE 100 MEB 100 %
= (Disk 0 partition 2}~ Simple Basic Healthy (P... 567 MB 567 MEB 100 %

= Disk 1
Basic ©)
AT 58 237.81 GB NTFS 567 MB
mine Healthy (Boot, Page File, Crash Dump, Primary Partiti Healthy (Recovery Partitio

M Unallocated W Primary partition Ml Extended partition [l Free space
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Used case

+ Scan drive

>sedutil-cli --scan

Scanning for Opal compliant disks

\\.\PhysicalDrive0 No SP256GIMDC355EV0 S0509A0
\\.\PhysicalDrivel 2 SP256GISSD355SV0 02J0TBDD
\\.\PhysicalDrive2 No

\\.\PhysicalDrive3 2 SP128GISSD305RWO R0822A
\\.\PhysicalDrive4 No

* "\\.\PhysicalDrive0” is not OPAL 2.0 supported
* “\l.\PhysicalDrive1” & “\\.\PhysicalDrive3” is OPAL 2.0 supported

* Initialize “\\.\PhysicalDrive3”

>sedutil-cli.exe --initialSetup debug \\.\PhysicalDrive3
SID password changed

takeOwnership complete

Locking SP Activate Complete

LockingRange0O disabled

LockingRange0O set to RW

MBRDone set on

MBREnable set on

Initial setup of TPer complete on \\.\PhysicalDrive3

» Get information of “\\.\PhysicalDrive3”

>sedutil-cli.exe --query \\.\PhysicalDrive3
\\.\PhysicalDrive3 USB SP128GISSD305RWO0 R0822A 19012222020019
TPer function (0x0001)
ACKNAK = N, ASYNC = N. BufferManagement = N, comIDManagement N, Streaming = Y, SYNC =
Locking function (0x0002)
Locked = N, LockingEnabled = Y, LockingSupported = Y, MBRDone = Y, MBREnabled = Y,
MBRAbsent = N, MediaEncrypt = Y
Geometry function (0x0003)
Align = Y, Alignment Granularity = 1 (512), Logical Block size = 512, Lowest Aligned LBA =
SingleUser function (0x0201)
ALL = N, ANY = N, Policy = Y, Locking Objects = 9
DataStore function (0x0202)
Max Tables = 10, Max Size Tables 10485760, Table size alignment = 1
OPAL 2.0 function (0x0203)
Base comID = 0x0888, Initial PIN = 0x00, Reverted PIN 0x00, comIDs = 1
Locking Admins = 4, Locking Users = 9, Range Crossing N
Block SID Authentication function (0x0402)
SID Blocked State = N, SID Value State = Y, Hardware Reset = N

TPer Properties:
MaxComPacketSize = 32256 MaxResponseComPacketSize = 32256
MaxPacketSize = 32236 MaxIndTokenSize = 32200 MaxPackets =
MaxSubpackets = 1 MaxMethods = 1 MaxSessions = 1

MaxAuthentications = 14 MaxTransactionLimit = 1 DefSessionTimeout = 0

Host Properties:
MaxComPacketSize = 2048 MaxPacketSize = 2028
MaxIndTokenSize = 1992 MaxPackets = 1 MaxSubpackets = 1
MaxMethods = 1




 Attached SED to Windows 10 and checked via disk management , the show “unknown partition” as follows.

@ Disk Management

File Action View

Help

e @EmEI=XPHRE

Volume

| Layout

[ Type

I File System | Status

| Capacity

I Free Spa... I % Free

= (C)

= (E)

== (Disk 0 partition 1)
== (Disk 0 partition 2)
= (Disk 1 partition 1)
= (Disk 2 partition 2)
= Recovery

Simple
Simple
Simple
Simple
Simple
Simple
Simple

Basic
Basic
Basic
Basic
Basic
Basic
Basic

NTFS Healthy (B...
FAT32 Healthy (P...
Healthy (A...
Healthy (P...
Healthy (E...
Healthy (E...

Healthy (...

446,53 GB
748 GB
186.26 GB
52.21GB
31 MB
95 ME
459 MB

429.35GB
7.06 GB
186.26 GB
52.21GB
31 MB
93 MB
435 MB

96 %
94 %
100 %
100 %
100 %
100 %
97 %

= Disk 2

Basic Recovery

44712GB 499 MBE NTFS

Online Healthy (OEM Partition]

c

9% ME 446.53 GB NTFS

Healthy (EF| System || Healthy (Boot, Page File, Crash Dump, Primary Partition)

“© Disk 3
Unknown

119.24 GB 119.24 GB
Not Initialized Unallocated

M Unzliocated W Primary partition [l Extended partition [l Free space

» When LockingEnable=Y, all of data of SED will be erased if execute command “revertTPer”

PSID Revert

The PSID is a 32 character password that can be used to prove you have physical access to the drive. It is printed on the drive label per request.

The PSID revert function is useful if a third-party application or your OS has locked your drive and you are no longer able to access it because of

some failure. It allows you to regain the use of the drive but all of the data on the drive will be erased.

revertTper comp

alDrive3
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Remove OPAL function

« If you want to keep the data protected by the global locking range then you should perform a the Remove OPAL procedure if you have

the Admin1 password

» Change LockingEnable=N

>sedutil-cli --revertNoErase debug \\.\PhysicalDrive3
Revert LockingSP complete

» Check status of LockingEnable and Remove OPAL

>sedutil-cli.exe --query \\.\PhysicalDrive3
\\.\PhysicalDrive3 USB SP128GISSD305RWO0 R0822A 19012222020019
TPer function (0x0001)
ACKNAK = N, ASYNC = N. BufferManagement = N, comIDManagement = N, Streaming = Y, SYNC =
Locking function (0x0002)
Locked = N, LockingEnabled = N, LockingSupported = Y, MBRDone = N, MBREnabled = N,
MBRAbsent = N, MediaEncrypt = Y
Geometry function (0x0003)
Align = Y, Alignment Granularity = 1 (512), Logical Block size = 512, Lowest Aligned LBA =
SingleUser function (0x0201)
ALL = N, ANY = N, Policy = Y, Locking Objects = 9
DataStore function (0x0202)
Max Tables = 10, Max Size Tables 10485760, Table size alignment = 1
OPAL 2.0 function (0x0203)
Base comID = 0x0888, Initial PIN = 0x00, Reverted PIN 0x00, comIDs = 1
Locking Admins = 4, Locking Users = 9, Range Crossing N
Block SID Authentication function (0x0402)
SID Blocked State = N, SID Value State = Y, Hardware Reset = N

TPer Properties:
MaxComPacketSize = 32256 MaxResponseComPacketSize = 32256
MaxPacketSize = 32236 MaxIndTokenSize = 32200 MaxPackets =1
MaxSubpackets = 1 MaxMethods = 1 MaxSessions = 1

MaxAuthentications = 14 MaxTransactionLimit = 1 DefSessionTimeout = 0

Host Properties:
MaxComPacketSize = 2048 MaxPacketSize = 2028
MaxIndTokenSize = 1992 MaxPackets = 1 MaxSubpackets = 1
MaxMethods = 1

>sedutil-cli --revertTPer debug \\.\PhysicalDrive3

revertTper completed successfully

* Information might be changed or updated without notice.
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